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:@8B8G5A:>9 8=D>@<0F8>==>9 8=D@0AB@C:BC@K 8 @0A?@>AB@0=O5BAO =0 ?@>3@0<<=>-

0??0@0B=K5 :><?;5:AK 8 ?@>3@0<<=>5 >15A?5G5=85, >B=>AOI85AO : :@8B8G5A:>9 

8=D>@<0F8>==>9 8=D@0AB@C:BC@5. 
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?@8<5=5=8O 2> 2A5E 2840E 4>:C<5=B0F88 8 ;8B5@0BC@K 2 >1;0AB8 :@8B8G5A:>9 

8=D>@<0F8>==>9 8=D@0AB@C:BC@K, ?@>5:B8@>20=8O, @07@01>B:8 8 873>B>2;5=8O 

>1>@C4>20=8O 8 ?@>3@0<<=>3> >15A?5G5=8O, ?@8<5=O5<KE =0 >1J5:B0E 

:@8B8G5A:>9 8=D>@<0F8>==>9 AB@C:BC@K, 0 B0:65 ?@8 @07@01>B:5 =>@<0B82=KE 

4>:C<5=B>2 2 >1;0AB8 :@8B8G5A:>9 8=D>@<0F8>==>9 8=D@0AB@C:BC@K 8 4>AB865=8O 

B5E=>;>38G5A:>3> AC25@5=8B5B0. 

� F5;OE C=8D8:0F88 B5@<8=>;>388, 0 B0:65 2> 8A:;NG5=85 @07=>GB5=89 A 

B5@<8=>;>3859 A<56=KE >1;0AB59 45OB5;L=>AB8 2 =0AB>OI5< AB0=40@B5 
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=>@<0B82=K<8 ?@02>2K<8 0:B0<8 [1]4[6]. 
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25@A8N MB>3> AB0=40@B0 A CG5B>< 2A5E 2=5A5==KE 2 40==CN 25@A8N 87<5=5=89. �A;8 70<5=5= 
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87<5=5=85, 70B@03820NI55 ?>;>65=85, =0 :>B>@>5 40=0 AAK;:0, B> MB> ?>;>65=85 @5:><5=4C5BAO 

?@8<5=OBL 157 CG5B0 40==>3> 87<5=5=8O. �A;8 AAK;>G=K9 AB0=40@B >B<5=5= 157 70<5=K, B> 

?>;>65=85, 2 :>B>@>< 40=0 AAK;:0 =0 =53>, @5:><5=4C5BAO ?@8<5=OBL 2 G0AB8, =5 70B@03820NI59 
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���: �1J5:BK :@8B8G5A:>9 8=D>@<0F8>==>9 

8=D@0AB@C:BC@K, 0 B0:65 A5B8 M;5:B@>A2O78, 

8A?>;L7C5<K5 4;O >@30=870F88 2708<>459AB28O B0:8E 

>1J5:B>2. 
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AC1J5:BK :@8B8G5A:>9 8=D>@<0F8>==>9 8=D@0-

AB@C:BC@K; AC1J5:BK ���: �>AC40@AB25==K5 >@30=K, 

3>AC40@AB25==K5 CG@5645=8O, @>AA89A:85 N@848G5A:85 

;8F0 8 (8;8) 8=48284C0;L=K5 ?@54?@8=8<0B5;8, 

:>B>@K< =0 ?@025 A>1AB25==>AB8, 0@5=4K 8;8 =0 8=>< 

70:>==>< >A=>20=88 ?@8=04;560B 8=D>@<0F8>==K5 

A8AB5<K, 8=D>@<0F8>==>-B5;5:><<C=8:0F8>==K5 

A5B8, 02B><0B878@>20==K5 A8AB5<K C?@02;5=8O, 

DC=:F8>=8@CNI85 2 AD5@5 74@02>>E@0=5=8O, =0C:8, 

B@0=A?>@B0, A2O78, M=5@35B8:8, 3>AC40@AB25==>9 

@538AB@0F88 ?@02 =0 =542868<8>5 8<CI5AB2> 8 8 

A45;>: A =8<, 10=:>2A:>9 AD5@5 8 8=KE AD5@0E 

D8=0=A>2>3> @K=:0, B>?;82=>-M=5@35B8G5A:>3> 

:><?;5:A0, 2 >1;0AB8 0B><=>9 M=5@388, >1>@>==>9, 

@0:5B=>-:>A<8G5A:>9, 3>@=>4>1K20NI59, 

<5B0;;C@38G5-A:>9 8 E8<8G5A:>9 ?@><KH;5==>AB8, 

@>AA89A:85 N@848G5A:85 ;8F0 8 (8;8) 8=48284C0;L=K5 

?@54?@8=8<0B5;8, :>B>@K5 >15A?5G820NB 

2708<>459AB285 C:070==KE A8AB5< 8;8 A5B59. 
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AB@C:BC@K; >1J5:BK ���: �=D>@<0F8>==K5 A8AB5<K, 
8=D>@<0F8>==>-B5;5:><<C=8:0F8>==K5 A5B8, 
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[[1], AB0BLO 2] 
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?@54=07=0G5==KE 4;O :>=B@>;O 70 B5E=>;>38G5A:8< 8 

(8;8) ?@>872>4AB25==K< >1>@C4>20=85< (8A?>;=8-

B5;L=K<8 CAB@>9AB20<8) 8 ?@>872>48<K<8 8<8 
?@>F5AA0<8, 0 B0:65 4;O C?@02;5=8O B0:8<8 

>1>@C4>20=85< 8 ?@>F5AA0<8. 

[[1], AB0BLO 2] 

 

automated control 
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?5@540G8 ?> ;8=8O< A2O78 8=D>@<0F88, 4>ABC? : 

:>B>@>9 >ACI5AB2;O5BAO A 8A?>;L7>20=85< A@54AB2 
2KG8A;8B5;L=>9 B5E=8:8. 

[[2], AB0BLO 2] 
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8=D>@<0F8>==0O A8AB5<0: !>2>:C?=>ABL A>45@60-

I59AO 2 1070E 40==KE 8=D>@<0F88 8 >15A?5G820NI8E 

55 >1@01>B:C 8=D>@<0F8>==KE B5E=>;>389 8 

B5E=8G5A:8E A@54AB2. 

[[2], AB0BLO 2] 

 

information system 

7 

8=D>@<0F8O: !2545=8O (A>>1I5=8O, 40==K5) 

=57028A8<> >B D>@<K 8E ?@54AB02;5=8O. 

[[2], AB0BLO 2] 
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?>8A:0, A1>@0, E@0=5=8O, >1@01>B:8, ?@54>AB02;5=8O, 

@0A?@>AB@0=5=8O 8=D>@<0F88 8 A?>A>1K 

>ACI5AB2;5=8O B0:8E ?@>F5AA>2 8 <5B>4>2. 

[[2], AB0BLO 2] 

information 

technologies 

9 

7=0G8<K9 >1J5:B :@8B8G5A:>9 8=D>@<0F8>==>9 
8=D@0AB@C:BC@K; 7=0G8<K9 >1J5:B ���: �1J5:B 

:@8B8G5A:>9 8=D>@<0F8>==>9 8=D@0AB@C:BC@K, 

:>B>@><C ?@8A2>5=0 >4=0 87 :0B53>@89 7=0G8<>AB8 8 

:>B>@K9 2:;NG5= 2 @55AB@ 7=0G8<KE >1J5:B>2 

:@8B8G5A:>9 8=D>@<0F8>==>9 8=D@0AB@C:BC@K. 

[[1], AB0BLO 2] 

 

significant object of 

critical information 

infrastructure 

10 >15A?5G820NI0O 8=D@0AB@C:BC@0: �=D>@-

<0F8>==>-B5;5:><<C=8:0F8>==0O A5BL 8 >15A?5-

G820NI0O 55 @01>BC 8=D@0AB@C:BC@0, 2:;NG0NI0O 2 

A51O A5B8 M;5:B@>A2O78 8 02B><0B878@>20==K5 A8AB5<K 

C?@02;5=8O 8<8, F5=B@K >1@01>B:8 8 E@0=5=8O 40==KE, 

A8AB5<K 687=5>15A?5G5=8O (M;5:B@>A=0165=85, 

>15A?5G5=8O B5<?5@0BC@=>-2;06=>AB=>3> @568<0), 

:>=B@>;L=>-87<5@8B5;L=>5 >1>@C4>20=85 (4;O 8A?KB0-

B5;L=>3> ?>;83>=0 8 M:A?;C0B0F88 >1J5:B>2). 

enabling infrastructure 

11 

:@8B8G5A:85 B5E=>;>388: �B@0A;52K5 B5E=>;>388, 
:@8B8G5A:8 =5>1E>48<K5 4;O ?@>872>4AB20 206=59H8E 

284>2 2KA>:>B5E=>;>38G=>9 ?@>4C:F88 8 A>740=8O 

2KA>:>B5E=>;>38G=KE A5@28A>2, 8<5NI85 A8AB5<=>5 

7=0G5=85 4;O DC=:F8>=8@>20=8O M:>=><8:8, @5H5=8O 

A>F80;L=>-M:>=><8G5A:8E 7040G 8 >15A?5G5=8O 

>1>@>=K AB@0=K 8 157>?0A=>AB8 3>AC40@AB20. 

[[3], 3;020 II] 

 

critical technologies 

12  
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B5E=>;>38G5A:89 AC25@5=8B5B: �0;8G85 2 AB@0=5 (?>4 
=0F8>=0;L=K< :>=B@>;5<) :@8B8G5A:8E 8 A:2>7=KE 

B5E=>;>389 A>1AB25==KE ;8=89 @07@01>B:8 8 CA;>289 

?@>872>4AB20 ?@>4C:F88 =0 8E >A=>25, 

>15A?5G820NI8E CAB>9G82CN 2>7<>6=>ABL 3>AC40@AB20 

8 >1I5AB20 4>AB830BL A>1AB25==K5 =0F8>=0;L=K5 F5;8 

@0728B8O 8 @50;87>2K20BL =0F8>=0;L=K5 8=B5@5AK. 

"5E=>;>-38G5A:89 AC25@5=8B5B >15A?5G8205BAO 2 2 

>A=>2=KE D>@<0E 4 8AA;54>20=8O, @07@01>B:0 8 

2=54@5=85 :@8B8G5A:8E 8 A:2>7=KE B5E=>;>389 (?> 

CAB0=>2;5==><C ?5@5G=N) 8 ?@>872>4AB2> 

2KA>:>B5E=>;>38G=>9 ?@>4C:F88, >A=>20==>3> =0 

C:070==KE B5E=>;>38OE. "5E=>;>38G5A:89 AC25@5=8B5B 

>15A?5G8205BAO 2 B>< G8A;5 A >?>@>9 =0 CAB>9G82>5 

<564C=0@>4=>5 =0CG=>-B5E=8G5A:>5 A>B@C4=8G5AB2> A 

4@C65AB25==K<8 AB@0=0<8. 

[[3], 3;020 II] 

technological 

sovereignty 

13 B5E=>;>38G5A:0O =57028A8<>ABL: �5@0 

B5E=>;>38G5A:>3> AC25@5=8B5B0, 2>7<>6=>ABL 

@>AA89A:>3> ?@>872>48B5;O ?@>4C:F88 A0<>AB>OB5;L=> 

8;8 2 :>>?5@0F88 >15A?5G8BL A2>9 B5E=>;>38G5A:89 

AC25@5=8B5B =0 <0:A8<0;L=> 2>7<>6=>< C@>2=5. 

technological 

independence 

 

 

#>=OB8O, >B=>AOI85AO : 4>25@5==>9 ?@>4C:F88 (8745;8O<, 
:><?>=5=B0<), ?@8<5=O5<K< 2 :@8B8G5A:>9 8=D>@<0F8>==>9 
8=D@0AB@C:BC@5 

14 4>25@5==>ABL ?@>4C:F88 [8745;8O, 
:><?>=5=B0]: �>4B25@645==>5 A2>9AB2> ?@>4C:F88 

[8745;8O, :><?>=5=B0]) A>>B25BAB2>20BL 70O2;5==K< 

B@51>20=8O< : DC=:F8>=0;L=>-B5E=8G5A:8<, 

M:A?;C0B0F8>==K< E0@0:B5@8AB8:0< 8 ?@54JO2;O5<K< 

proxy of product 

(article, component) 
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B@51>20=8O< 157>?0A=>AB8 (B5E=>;>38G5A:>9, 

DC=:F8>=0;L=>9 8 8=D>@<0F8>==>9). 
�@ 8< 5 G 0 = 8 5  4 � B5@<8=>;>38G5A:8E AB0BLOE 144

28, 30437, 39443 A;54C5B ?>=8<0BL: ?>4 ?@>4C:F859 4 

?@>3@0<<=>-0??0@0B=K5 :><?;5:AK, ?@>3@0<<=>5 

>15A?5G5=85; 8745;8O<8 4 @048>M;5:B@>==0O ?@>4C:F8O; 

:><?>=5=B0<8 4 M;5:B@>==0O :><?>=5=B=0O 1070, 2AB@>5==>5 

?@>3@0<<=>5 >15A?5G5=85. 

15 B5E=>;>38G5A:0O 157>?0A=>ABL ?@>4C:F88 
[8745;8O, :><?>=5=B0]: !>AB>O=85 70I8I5==>AB8 

?@>4C:F88 [8745;8O, :><?>=5=B0] >B C3@>7 =0@CH5=8O 

?@>F5AA>2 AB0489 687=5==>3> F8:;0 A ?@8>@8B5B>< 

>15A?5G5=8O B5E=>;>38G5A:>9 =57028A8<>AB8 

technological security 

of products (article, 

component) 

16 DC=:F8>=0;L=0O 157>?0A=>ABL ?@>4C:F88 
[8745;8O, :><?>=5=B0]: !>AB>O=85 70I8I5==>AB8 

?@>4C:F88 [8745;8O, :><?>=5=B0] >B C3@>7 ?@8G8=5=8O 

7=0G8<>3> CI5@10 2A;54AB285 =0@CH5=8O 53> 

@01>B>A?>A>1=>AB8. 

functional security of 

product (article, 

component) 

17 8=D>@<0F8>==0O 157>?0A=>ABL ?@>4C:F88 
[8745;8O, :><?>=5=B0]: !>AB>O=85 70I8I5==>AB8 

?@>4C:F88 [8745;8O, :><?>=5=B0] >B C3@>7 =0@CH5=8O 

@01>B>A?>A>1=>AB8 2A;54AB285 :><?LNB5@=KE 0B0:. 

information security of 

product (article, 

component) 

18 B5AB8@C5<>ABL ?@>4C:F88 [8745;8O, 
:><?>=5=B0]: !2>9AB2> ?@>4C:F88 [8745;8O, 

:><?>=5=B0], >B@060NI55 =0A:>;L:> :0G5AB25==> 

?@>4C:F8O [8745;85, :><?>=5=B] A?@>5:B8@>20=0 8 

AB@C:BC@8@>20=0 4;O B>3>, GB>1K 2A5 55 G0AB8 <>3;8 

1KBL ?@>B5AB8@>20=K 2 B5G5=85 7040==>3> 2@5<5=8. 

19 B5AB>?@83>4=>ABL ?@>4C:F88 [8745;8O, 
:><?>=5=B0]: !2>9AB2> ?@>4C:F88 [8745;8O, 

:><?>=5=B0], 30@0=B8@CNI55 2>7<>6=>ABL ?@>2545=8O 

8A?KB0=89 =0456=>AB8 8 ?>4B25@645=8O ?>;=>BK 

A>>B25BAB28O 3>B>2>3> >1@07F0 ?@>4C:F88 [8745;8O, 

:><?>=5=B0] 7040==K< ?0@0<5B@0<. 

technological 

independence of 

products (article, 

component) 

testability of products 

(article, component) 

 

 

testability of products 

(article, component) 
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20 =0456=>ABL ?@>4C:F88 [8745;8O, 
:><?>=5=B0]: !2>9AB2> ?@>4C:F88 [8745;8O, 

:><?>=5=B0], 2 B>< G8A;5 ?@>3@0<<=>3> >15A?5G5=8O, 

A>E@0=OBL 2> 2@5<5=8 2 CAB0=>2;5==KE ?@545;0E 

7=0G5=8O DC=:F8>=0;L=>-B5E=8G5A:8E E0@0:B5@8AB8:, 

>15A?5G820NI8E 2K?>;=5=85 ?@>4C:F859 [8745;85<, 

:><?>=5=B><] B@51C5<KE DC=:F89 2 7040==KE @568<0E, 

CA;>28OE ?@8<5=5=8O, AB@0B538OE B5E=8G5A:>3> 

>1A;C6820=8O, E@0=5=8O 8 B@0=A?>@B8@>20=8O. 

dependability of 

products (article, 

component) 

21 157>B:07=>ABL ?@>4C:F88 [8745;8O, 
:><?>=5=B0]: !2>9AB2> ?@>4C:F88 [8745;8O, 

:><?>=5=B0], 2 B>< G8A;5 ?@>3@0<<=>3> >15A?5G5=8O, 

=5?@5@K2=> A>E@0=OBL A?>A>1=>ABL 2K?>;=OBL 

B@51C5<K5 DC=:F88 2 B5G5=85 =5:>B>@>3> 2@5<5=8 8;8 

=0@01>B:8 2 7040==KE @568<0E 8 CA;>28OE ?@8<5=5=8O. 

reliability of products 

(article, component) 

22 @5<>=B>?@83>4=>ABL ?@>4C:F88 [8745;8O, 
:><?>=5=B0]: !2>9AB2> ?@>4C:F88 [8745;8O, :><?>-

=5=B0], 2 B>< G8A;5 ?@>3@0<<=>3> >15A?5G5=8O, 

70:;NG0NI55AO 2 53> ?@8A?>A>1;5==>AB8 : 
?>445@60=8N 8 2>AAB0=>2;5=8N A>AB>O=8O, 2 :>B>@>< 

>1J5:B A?>A>15= 2K?>;=OBL B@51C5<K5 DC=:F88, ?CB5< 

B5E=8G5A:>3> >1A;C6820=8O 8 @5<>=B0. 

maintainability of 

products (article, 

component) 

23 2>AAB0=02;8205<>ABL ?@>4C:F88 [8745;8O, 
:><?>=5=B0]: !2>9AB2> ?@>4C:F88 (8745;8O, :><?>-

=5=B0), 2 B>< G8A;5 ?@>3@0<<=>3> >15A?5G5=8O, 

70:;NG0NI55AO 2 53> A?>A>1=>AB8 2>AAB0=02;820BLAO 
?>A;5 >B:070 157 @5<>=B0. 

recoverability of 

products (article, 

component) 

24 4>;3>25G=>ABL ?@>4C:F88 [8745;8O, :><?>-

=5=B0]: !2>9AB2> ?@>4C:F88 [8745;8O, :><?>=5=B0], 2 

B>< G8A;5 ?@>3@0<<=>3> >15A?5G5=8O, 70:;NG0NI55AO 
2 53> A?>A>1=>AB8 2K?>;=OBL B@51C5<K5 DC=:F88 2 

7040==KE @568<0E 8 CA;>28OE 8A?>;L7>20=8O, 

B5E=8G5A:>3> >1A;C6820=8O 8 @5<>=B0 4> 4>AB865=8O 

?@545;L=>3> A>AB>O=8O. 

durability of products 

(article, component) 
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25 A>E@0=O5<>ABL ?@>4C:F88 [8745;8O, 
:><?>-=5=B0]: !2>9AB2> ?@>4C:F88 [8745;8O, 

:><?>=5=B0], 2 B>< G8A;5 ?@>3@0<<=>3> >15A?5G5=8O, 

A>E@0=OBL A?>A>1=>ABL : 2K?>;=5=8N B@51C5<KE 

DC=:F89 ?>A;5 E@0=5=8O 8 (8;8) B@0=A?>@B8@>20=8O 

?@8 7040==KE A@>:0E 8 CA;>28OE E@0=5=8O 8 (8;8) 
B@0=A?>@B8@>20=8O. 

storability of products 

(article, component) 

26 AB018;L=>ABL ?@>4C:F88 [8745;8O, 
:><?>=5=B0]: �587<5==>ABL ?0@0<5B@>2 ?@>4C:F88 

[8745;8O, :><?>=5=B0] 8;8 25;8G8=0 8E >B:;>=5=8O 2 
4>?CAB8<KE ?@545;0E 2 B5G5=85 2A53> A@>:0 A;C61K, 

30@0=B8@>20==>3> @07@01>BG8:><, ?@8 CA;>288 

A>1;N45=8O @568<>2 CAB0=>2:8 8 M:A?;C0B0F88 

40==>3> :><?>=5=B0. 

stability of products 

(article, component) 

27 3>B>2=>ABL ?@>4C:F88 [8745;8O, 
:><?>=5=B0]: !2>9AB2> ?@>4C:F88 [8745;8O, 

:><?>=5=B0], 70:;NG0NI55AO 2 53> A?>A>1=>AB8 
=0E>48BLAO 2 A>AB>O=88, 2 :>B>@>< >= <>65B 2K?>;=OBL 

B@51C5<K5 DC=:F88 2 7040==KE @568<0E 8 CA;>28OE 

?@8<5=5=8O, B5E=8G5A:>3> >1A;C6820=8O 8 @5<>=B0 2 

?@54?>;>65=88, GB> 2A5 =5>1E>48<K5 2=5H=85 @5AC@AK 
>15A?5G5=K. 

availability of products 

(article, component) 

28 :>=D845=F80;L=>ABL ?@>4C:F88 [8745;8O, 
:><?>=5=B0]: !>AB>O=85 (AB0BCA) 8=D>@<0F88 > 

?@>4C:F88 [8745;88, :><?>=5=B5], ?@8 :>B>@>< 4>ABC? : 

=59 >ACI5AB2;ONB B>;L:> AC1J5:BK, 8<5NI85 =0 MB> 

?@02>. 
�@ 8< 5 G 0 = 8 O  

1 � >1;0AB8 :@8B8G5A:>9 8=D>@<0F8>==>9 8=D@0AB@C:-

BC@K 40==>5 ?>=OB85 2:;NG05B 3;02=K< >1@07>< 

:>=D845=F80;L=>ABL 40==KE, B> 5ABL AB0BCA, ?@54>AB02;5==K9 

40==K<, >?@545;ONI89 B@51C5<CN AB5?5=L 8E 70I8BK. 

2 �>=D845=F80;L=0O 8=D>@<0F8O 4>;6=0 1KBL 

8725AB=0 B>;L:> 4>?CI5==K< 8 ?@>H54H8< ?@>25@:C 

(02B>@87>20==K<) AC1J5:B0< A8AB5<K (?>;L7>20B5;O<, 

confidentiality of 

products (article, 

component) 
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?@>F5AA0<, ?@>3@0<<0<). �;O >AB0;L=KE AC1J5:B>2 A8AB5<K 

MB0 8=D>@<0F8O 4>;6=0 1KBL =58725AB=>9. 

29 2>7459AB2CNI89 D0:B>@: /2;5=85, ?@>F5AA 
8;8 A@540, 2=5H=85 8;8 2=CB@5==85 ?> >B=>H5=8N : 

8745;8N 8;8 53> A>AB02=K< G0ABO<, :>B>@K5 2K7K20NB 

8;8 <>3CB 2K720BL >3@0=8G5=85 8;8 ?>B5@N 

DC=:F8>=0;L=>AB8, =0456=>AB8 8 157>?0A=>AB8, 8745;8O. 

influencing factor 

30 DC=:F8>=0;L=>ABL ?@>4C:F88 [8745;8O, 
:><?>=5=B0]: !2>9AB2> ?@>4C:F88 [8745;8O, 

:><?>=5=B0] >15A?5G820BL @01>B>A?>A>1=>ABL 2 

A>>B25BAB288 A =07=0G5=85<. 

product (article, 

component) 

functionality 

31 DC=:F8>=0;L=K9 0=0;>3 ?@>4C:F88 
[8745;8O, :><?>=5=B0]: �@>4C:F8O [8745;85, 

:><?>=5=B] >4=>3> 2840, DC=:F8>=0;L=>ABL :>B>@>9 

(:>B>@>3>) A>>B-25BAB2C5B 8AE>4=>9 ?@>4C:F88 [8745;8N, 

:><?>=5=BC]. 

functional analogue of 

products (article, 

component) 

32 CAB>9G82>ABL ?@>4C:F88 [8745;8O, 
:><?>=5=B0]: !2>9AB2> ?@>4C:F88 [8745;8O, 

:><?>=5=B0], 8;;NAB@8@CNI55 2>7<>6=>ABL 8E 

HB0B=>3> DC=:F8>=8@>20=8O ?@8 =0@CH5=88 CA;>289 

M:A?;C0B0F88. 

sustainability of 

products (article, 

component) 

33 B8?870F8O ?@>4C:F88 [8745;8O, 
:><?>=5=B0]: !>2>:C?=>ABL ?@>F5AA>2 4;O 40==>3> 

B8?0 ?@>4C:F88 [8745;8O, :><?>=5=B0], =0?@02;5==KE 

=0 <8=8<870F8N 2>7<>6=KE 7=0G5=89 >A=>2=KE 

?0@0<5B@>2 M;5:B@>==>9 :><?>=5=B=>9 107K (:>@?CA, 

=0?@O65=85 ?8B0=8O 8 B. 4.) 2 @57C;LB0B5 ?@>2545=8O 8E 

AB0=40@B870F88. 

typification of products 

(article, component) 

34 C=8D8:0F8O ?@>4C:F88 [8745;8O, :><?>-

=5=B0]: !>2>:C?=>ABL ?@>F5AA>2, :0: ?@028;>, 

A;54CNI8E ?>A;5 ?@>2545=8O B8?870F88 ?@>4C:F88 

[8745;8O, :><?>=5=B0] ?> A2545=8N : <8=8<C<C 

=><5=:;0BC@K ?@>3@0<<=>-0??0@0B=>3> :><?;5:A0, 

unification of products 

(article, component) 
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@048>M;5:B@>==>9 ?@>4C:F88, ?@>3@0<<=>3> 

>15A?5G5=8O, M;5:B@>==>9 :><?>=5=B=>9 107K, 

8A?>;L7C5<>9 ?@8 @07@01>B:5, <>45@=870F88 8 

?@>872>4AB25 @048>M;5:B@>==>9 0??0@0BC@K, 70 AG5B 

8A:;NG5=8O 87 ?5@5G=O 8A?>;L7C5<KE ?@>3@0<<=>-

0??0@0B=>3> :><?;5:A0, @048>M;5:B@>==>9 ?@>4C:F88, 

?@>3@0<<=>3> >15A?5G5=8O, M;5:B@>==>9 :><?>=5=B=>9 

107K B5E ?>78F89, DC=:F8>=0; 8 :>@?CA0 :>B>@KE 

2708<>70<5=O5<K. 

35 687=5==K9 F8:; ?@>4C:F88 [8745;8O, 

:><?>=5=B0]; �&�: !>2>:C?=>ABL 2708<>A2O70==KE 

?@>F5AA>2 ?>A;54>20B5;L=>3> 87<5=5=8O A>AB>O=8O 

?@>4C:F88 [8745;8O, :><?>=5=B0] >B >1>A=>20=8O 55 

@07@01>B:8 4> >:>=G0=8O M:A?;C0B0F88 8 ?>A;54CNI59 

;8:2840F88. 

product (article, 

component) life cycle 

36 AB048O 687=5==>3> F8:;0 ?@>4C:F88 

[8745;8O, :><?>=5=B0]: '0ABL 687=5==>3> F8:;0 

?@>4C:F88 (8745;8O, :><?>=5=B0), E0@0:B5@87CNI0OAO 

A>2>:C?=>ABLN 2K?>;=O5<KE @01>B 8 8E :>=5G=K<8 

@57C;LB0B0<8. 

product (article, 

component) life cycle 

stage 

37 8A?KB0B5;L=K9 ?>;83>=: "5@@8B>@8O 8 

8A?KB0B5;L=K5 A>>@C65=8O =0 =59, >A=0I5==K5 

A@54AB20<8 8A?KB0=89 8 >15A?5G820NI85 8A?KB0=8O 

?@>4C:F88 [8745;8O, :><?>=5=B0] 2 CA;>28OE, 1;87:8E : 

CA;>28O< M:A?;C0B0F88 >1J5:B0. 

testing (proving) ground 

38 B5AB8@>20=85 ?@>3@0<<=>3> >15A?5G5=8O: 

!>2>:C?=>ABL 459AB289, >ACI5AB2;O5<KE ?> AF5=0@8N 

B5AB8@>20=8O 8;8 157 =53>, =0?@02;5==KE =0 

?@54>AB02;5=85 8=D>@<0F88 > ?@>3@0<<=>< ?@>4C:B5 

8 =0E>645=85 <0:A8<0;L=> 2>7<>6=>3> G8A;0 

45D5:B>2 =0 2>7<>6=> @0==8E MB0?0E ?@>F5AA0 

software testing 
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@07@01>B:8 ?@8 7040==KE >3@0=8G5=8OE 3@0D8:0 8 

AB>8<>AB8 @07@01>B:8. 

39 ?>;83>==K5 8A?KB0=8O ?@>4C:F88 

[8745;8O, :><?>=5=B0]: �A?KB0=8O ?@>4C:F88 

[8745;8O, :><?>=5=B0], ?@>2>48<K5 =0 8A?KB0B5;L=>< 

?>;83>=5. 

ground tests of products 

(article, component) 

40 @57C;LB0B 8A?KB0=89 ?@>4C:F88 [8745;8O, 

:><?>=5=B0]: �F5=:0 E0@0:B5@8AB8: A2>9AB2 ?@>4C:F88 

[8745;8O, :><?>=5=B0], CAB0=>2;5=8O 8E A>>B25BAB28O 

7040==K< B@51>20=8O< ?> 40==K< 8A?KB0=89, 

@57C;LB0BK 0=0;870 :0G5AB20 DC=:F8>=8@>20=8O 

?@>4C:F88 [8745;8O, :><?>=5=B0] 2 ?@>F5AA5 

8A?KB0=89. 

test result of products 

(article, component) 

41 ?@>B>:>; 8A?KB0=89 ?@>4C:F88 [8745;8O, 

:><?>=5=B0]: �>:C<5=B, A>45@60I89 =5>1E>48<K5 

A2545=8O > ?@>4C:F88 [8745;88, :><?>=5=B5], 

?@8<5=O5<KE <5B>40E, A@54AB20E 8 CA;>28OE 

8A?KB0=89, @57C;LB0BK 8A?KB0=89, 0 B0:65 70:;NG5=85 

?> @57C;LB0B0< 8A?KB0=89, >D>@<;5==K9 2 

CAB0=>2;5==>< ?>@O4:5. 

test report of products 

(article, component) 

42 <5B>4 8A?KB0=89 ?@>4C:F88 [8745;8O, 

:><?>=5=B0]: �@028;0 ?@8<5=5=8O >?@545;5==KE 

?@8=F8?>2 8 A@54AB2 8A?KB0=89 ?@>4C:F88 [8745;8O, 

:><?>=5=B0]. 

test method of products 

(article, component) 

43 <5B>48:0 [<5B>4] 87<5@5=89 ?@>4C:F88 

[8745;8O, :><?>=5=B0]: !>2>:C?=>ABL :>=:@5B=> 

>?8A0==KE >?5@0F89, 2K?>;=5=85 :>B>@KE 

>15A?5G8205B ?>;CG5=85 @57C;LB0B>2 87<5@5=89 

?@>4C:F88 [8745;8O, :><?>=5=B0] A CAB0=>2;5==K<8 

?>:070B5;O<8 B>G=>AB8. 

technique (method) of 

measurements for the 

products (article, 

component) 
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#>=OB8O, >B=>AOI85AO : 4>25@5==K< ?@>3@0<<=>-0??0@0B=K< 

:><?;5:A0<, ?@8<5=O5<K< 2 :@8B8G5A:>9 8=D>@<0F8>==>9 8=D@0AB@C:BC@5 

 

44 

:><?;5:A: �20 8 1>;55 A?5F8D8F8@>20==KE 8745;8O, 

=5 A>548=5==KE =0 ?@54?@8OB88-873>B>28B5;5 

A1>@>G=K<8 >?5@0F8O<8, => ?@54=07=0G5==KE 4;O 

2K?>;=5=8O 2708<>A2O70==KE M:A?;C0B0F8>==KE 

DC=:F89. 

[��!" 2.10142016, ?C=:B 5.1.4] 

 

complex 

45 ?@>3@0<<=>-0??0@0B=K9 :><?;5:A; ���: 
�><?;5:A @048>M;5:B@>==>9 ?@>4C:F88 8 ?@>3@0<<=>3> 

>15A?5G5=8O, @01>B0NI8E A>2<5AB=> 4;O 2K?>;=5=8O 

>4=>9 8;8 =5A:>;L:8E A?5F80;L=KE 7040G, 

DC=:F8>=0;L=>-B5E=8G5A:85 E0@0:B5@8AB8:8 :>B>@>3> 

>?@545;ONBAO 8A:;NG8B5;L=> A>2>:C?=>ABLN 

?@>3@0<<=>3> >15A?5G5=8O 8 @048>M;5:B@>==>9 

?@>4C:F88 8 =5 <>3CB 1KBL @50;87>20=K ?@8 8E 

@0745;5=88. 
�@ 8< 5 G 0 = 8 O  

�@>3@0<<=>-0??0@0B=K9 :><?;5:A O2;O5BAO A0<>AB>O-

B5;L=> 8A?>;L7C5<K<, 70:>=G5==K< B5E=8G5A:8< 8745;85<. 

hardware and software 

system 

46 4>25@5==K9 ?@>3@0<<=>-0??0@0B=K9 :><?-

;5:A; 4>25@5==K9 ���: �@>3@0<<=>-0??0@0B=K9 :><?-

;5:A, A>>B25BAB2CNI89 C@>2=N B5E=>;>38G5A:>9 

=57028A8<>AB8 8 70O2;5==K< DC=:F8>=0;L=>-

B5E=8G5A:8< E0@0:B5@8AB8:0<, >15A?5G820NI8< 

DC=:F8>=8@>20=85 >1J5:B0 :@8B8G5A:>9 8=D>@<0F8>==>9 

8=D@0AB@C:BC@K, A>>B25BAB2CNI89 ?@8 @50;870F88 

DC=:F88 70I8BK 8=D>@<0F88 B@51>20=8O< ?> 70I8B5 

8=D>@<0F88, CB25@645==K< $545@0;L=>9 A;C61>9 

157>?0A=>AB8 8 (8;8) $545@0;L=>9 A;C61>9 ?> 

B5E=8G5A:><C 8 M:A?>@B=><C :>=B@>;N. 

trusted software and 

hardware complex 
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47 C@>25=L B5E=>;>38G5A:>9 =57028A8<>AB8 
?@>3@0<<=>-0??0@0B=>3> :><?;5:A0; C@>25=L B5E=>-

;>38G5A:>9 =57028A8<>AB8 ���: �1J5< B@51>20=89 ?> 

>15A?5G5=8N @>AA89A:8<8 ?@>872>48B5;O<8 

687=5==>3> F8:;0 ?@>3@0<<=>-0??0@0B=>3> :><?;5:A0 

8 53> :;NG52KE B5E=8G5A:8E @5H5=89 =0 B5@@8B>@88 

 >AA89A:>9 $545@0F88. 

the level of 

technological 

independence of the 

software and hardware 

complex 

48 

:;0AA ?@>3@0<<=>-0??0@0B=>3> :><?;5:A0; :;0AA 
���: �@C??0, :>B>@0O >1J548=O5B ?@>3@0<<=>-

0??0@0B=K5 :><?;5:AK, 8<5NI85 0=0;>38G=K5 

DC=:F8>=0;L=K5 8 B5E=8G5A:85 E0@0:B5@8AB8:8 A 

CG5B>< =07=0G5=8O 8 >1;0AB8 ?@8<5=5=8O, 8 :>B>@0O 

>?@545;O5BAO 2 A>>B25BAB288 A :;0AA8D8:0B>@>< 

?@>3@0<<=>-0??0@0B=KE :><?;5:A>2 8 ?@028;0<8 53> 

?@8<5=5=8O, CB25@6405<K<8 �8=8AB5@AB2>< 

F8D@>2>3> @0728B8O, A2O78 8 <0AA>2KE :><<C=8:0F89 

 >AA89A:>9 $545@0F88. 

[[4], 3;020 I, ?C=:B 2] 

 

class of software and 

hardware complex 

49 <>4C;L ?@>3@0<<=>-0??0@0B=>3> 
:><?;5:A0; <>4C;L ���: �B45;L=0O DC=:F8>=0;L=0O 
G0ABL ?@>3@0<<=>-0??0@0B=>3> :><?;5:A0, ?@54=07=0-

G5==0O 4;O 2K?>;=5=8O >?@545;5==KE B5E=8G5A:8E 

DC=:F89 2 A>AB025 ?@>3@0<<=>-0??0@0B=>3> :><?;5:A0 

8 ?@54AB02;ONI0O A>1>9 A>2>:C?=>ABL A1>@>G=KE 

548=8F 8 (8;8) 45B0;59, >1J548=5==KE >1I8< 

:>=AB@C:B82=K< (AE5<=K<) @5H5=85< 8 

873>B02;8205<0O ?> A0<>AB>OB5;L=>9 :>=AB@C:B>@A:>9 

8 B5E=>;>38G5A:>9 4>:C<5=B0F88. 

hardware-software 

complex module 

50 DC=:F8>=0;L=>ABL ?@>3@0<<=>-

0??0@0B=>3> :><?;5:A0 (8 53> :;NG52KE 
:><?>=5=B>2): �01>@ DC=:F8>=0;L=>-B5E=8G5A:8E 

E0@0:B5@8AB8: ?@>3@0<<=>-0??0@0B=>3> :><?;5:A0 (8 53> 

functionality of software 

and hardware complex 

(and its key 

components) 
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:;NG52KE :><?>=5=B>2), >15A?5G820NI8E 2K?>;=5=85 

7040==KE DC=:F89. 

51 :;NG52>5 B5E=8G5A:>5 @5H5=85 
4>25@5==>3> ?@>3@0<<=>-0??0@0B=>3> :><?;5:A0; 

�" : �><?>=5=B ?@>3@0<<=>-0??0@0B=>3> :><?;5:A0, 

:>B>@K9 O2;O5BAO ACI5AB25==K< 4;O 4>AB865=8O 

7040==KE DC=:F8>=0;L=>-B5E=8G5A:8E E0@0:B5@8AB8: 

?@>3@0<<=>-0??0@0B=>3> :><?;5:A0 8 2K?>;=5=8O 

B@51>20=89 B5E=>;>38G5A:>9 =57028A8<>AB8. 

key technical solution of 

a trusted software and 

hardware complex 

52 0??0@0B=>-?@>3@0<<=0O ?;0BD>@<0; ���: 

!>2>:C?=>ABL B@51>20=89 : @048>M;5:B@>==>9 

?@>4C:F88 8 ?@>3@0<<=><C >15A?5G5=8N, >15A?5G8-

20NI8E A>740=85 4>25@5==>3> ?@>3@0<<=>-

0??0@0B=>3> :><?;5:A0. 

hardware and software 

platform 

53 

M;5:B@>==0O :><?>=5=B=0O 1070; Э��: Э;5:B@>-

@048>8745;8O, 0 B0:65 M;5:B@>==K5 <>4C;8 =C;52>3> 

C@>2=O, ?@54AB02;ONI85 A>1>9 A>2>:C?=>ABL 

M;5:B@8G5A:8 A>548=5==KE M;5:B@>@048>8745;89, 

>1@07CNI8E DC=:F8>=0;L=> 8 :>=AB@C:B82=> 

70:>=G5==K5 A1>@>G=K5 548=8FK, ?@54=07=0G5==K5 

4;O @50;870F88 DC=:F89 ?@85<0, >1@01>B:8, 

?@5>1@07>20=8O, E@0=5=8O 8 (8;8) ?5@540G8 

8=D>@<0F88 8;8 D>@<8@>20=8O (?@5>1@07>20=8O) 

M=5@388, 2K?>;=5==K5 =0 >A=>25 =5ACI8E :>=AB@C:F89 

8 >1;040NI85 A2>9AB20<8 :>=AB@C:B82=>9 8 

DC=:F8>=0;L=>9 2708<>70<5=O5<>AB8. 

[[5], ?C=:B 3] 

 

electronic component 

base 

54 

@048>M;5:B@>==0O ?@>4C:F8O;  Э�: �745;8O, 

2K?>;=ONI85 A2>8 :;NG52K5 DC=:F88 70 AG5B 

2E>4OI8E 2 8E A>AB02 M;5:B@>==KE :><?>=5=B>2 8 

<>4C;59. 

 

radio electronic 

products 



#!%& ))))—202_ 

�DB9>F, RU 

 

16 

 

[[6,] ?C=:B 2] 

55 

B5;5:><<C=8:0F8>==>5 >1>@C4>20=85; "��: 

�745;8O, >B=>AOI85AO : @048>M;5:B@>==>9 ?@>4C:F88, 

8A?>;L7C5<K5 4;O D>@<8@>20=8O, ?@85<0, >1@01>B:8, 

E@0=5=8O, ?5@540G8, <0@H@CB870F88 8 :><<CB0F88, 

4>AB02:8 A>>1I5=89 M;5:B@>A2O78 8;8 ?>GB>2KE 

>B?@02;5=89, 0 B0:65 8=K5 B5E=8G5A:85 8 ?@>3@0<<=K5 

A@54AB20, 8A?>;L7C5<K5 ?@8 >:070=88 CA;C3 A2O78 8;8 

>15A?5G5=88 DC=:F8>=8@>20=8O A5B59 A2O78, 2:;NG0O 

B5E=8G5A:85 A8AB5<K 8 CAB@>9AB20 A 87<5@8B5;L=K<8 

DC=:F8O<8. 

[[6], ?C=:B 2] 

 

telecommunications 

equipment 

56 

A@54AB20 2KG8A;8B5;L=>9 B5E=8:8: !>2>:C?=>ABL 

M;5<5=B>2 A8AB5< >1@01>B:8 40==KE, A?>A>1=KE 

DC=:F8>=8@>20BL A0<>AB>OB5;L=> 8;8 2 A>AB025 4@C38E 

A8AB5<. 

[��!" 26553485, ?@8;>65=85 1, ?C=:B 1] 

 

computer facilities 

57 

2KG8A;8B5;L=0O A8AB5<0; �!: !>2>:C?=>ABL 0??0-

@0B=>-?@>3@0<<=KE A@54AB2, ?@54=07=0G5==KE 4;O 
2K?>;=5=8O 8=D>@<0F8>==>-2KG8A;8B5;L=KE 
?@>F5AA-A>2. 

[��!"   57700.2742020, ?C=:B 2] 

 

computing system 

58 ?@>F5AA>@: &5=B@0;L=>5 CAB@>9AB2> 
?@>3@0<<=>-0??0@0B=>3> :><?;5:A0 (M;5<5=B0 ?@>3-
@0<<<=>-0??0@0B=>3> :><?;5:A0), 2K?>;=ONI55 
7040==K5 ?@>3@0<<>9 ?@5>1@07>20=8O 8=D>@<0F88 

:><0=4K 8 >ACI5AB2;ONI55 C?@02;5=85 2A5< 
2KG8A;8B5;L=K< ?@>F5AA>< 8 2708<>459AB285< 
CAB@>9AB2 2KG8A;8B5;L=>9 <0H8=K. 

processor, CPU 

59 A5@25@ (:@8B8G5A:>9 8=D>@<0F8>==>9 
8=D@0AB@C:BC@K): $C=:F8>=0;L=>5 CAB@>9AB2>, ?@54>-

server 
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AB02;ONI55 CA;C38 @01>G8< AB0=F8O<, ?5@A>=0;L=K< 
:><?LNB5@0< 8;8 4@C38< DC=:F8>=0;L=K< 
CAB@>9AB20< :@8B8G5A:>9 8=D>@<0F8>==>9 
8=D@0AB@C:BC@K. 

60 

M;5:B@>@048>8745;8O: �745;8O M;5:B@>==>9 B5E=8:8, 
:20=B>2>9 M;5:B@>=8:8 8 (8;8) M;5:B@>B5E=8G5A:85 
8745;8O, ?@54AB02;ONI85 A>1>9 45B0;L, A1>@>G=CN 
548=8FC 8;8 8E A>2>:C?=>ABL, >1;040NI85 
:>=AB@C:B82=>9 F5;>AB=>ABLN, ?@8=F8? 459AB28O 
:>B>@KE >A=>20= =0 M;5:B@>D878G5A:8E, 
M;5:B@><5E0=8G5A:8E, D>B>M;5:B@>==KE 8 (8;8) 
M;5:B@>==>->?B8G5A:8E ?@>F5AA0E 8 O2;5=8OE, =5 
?>4;560I85 2>AAB0=>2;5=8N 8 @5<>=BC, =5 
?>425@305<K5 87<5=5=8O< 2 ?@>F5AA5 ?@8<5=5=8O 8 
873>B02;8205<K5 ?> A0<>AB>OB5;L=K< :><?;5:B0< 
:>=AB@C:B>@A:>9 8 B5E=>;>38G5A:>9 4>:C<5=B0F88. 

[[6], ?C=:B 2] 

 

electrical radio products 

61 8=B53@0;L=0O AE5<0: Э;5:B@>==>5 8745;85, 
A>AB>OI55 87 A>2>:C?=>AB8 M;5<5=B>2 (:><?>=5=B>2), 
M;5:B@8G5A:8 A>548=5==KE 8;8 =5 A>548=5==KE <564C 
A>1>9 2 >1J5<5 8 (8;8) =0 ?>25@E=>AB8 ?>4;>6:8 
(:@8AB0;;0), 8 ?@54=07=0G5==>5 4;O 2K?>;=5=8O 
7040==>9 DC=:F88. 

integrated circuit 

62 M;5<5=B (8=B53@0;L=>9 AE5<K): '0ABL 
8=B53@0;L=>9 AE5<K, @50;87CNI0O DC=:F8N :0:>3>-

;81> 8745;8O M;5:B@>==>9 B5E=8:8, :>B>@0O 2K?>;=5=0 
=5@0745;L=> >B :@8AB0;;0 8 =5 <>65B 1KBL 2K45;5=0 
:0: A0<>AB>OB5;L=>5 8745;85 A B>G:8 7@5=8O 
B@51>20=89 : 8A?KB0=8O<, ?@85<:5, ?>AB02:5 8 
M:A?;C0B0F88. 

element (of an 

integrated circuit) 

63 :><?>=5=B (8=B53@0;L=>9 AE5<K): '0ABL 
8=B53@0;L=>9 AE5<K, @50;87CNI0O 7040==CN DC=:F8N 
:0:>3>-;81> 8745;8O M;5:B@>==>9 B5E=8:8, :>B>@0O 
<>65B 1KBL 2K45;5=0 :0: A0<>AB>OB5;L=>5 8745;85 A 

component (of an 

integrated circuit) 
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B>G:8 7@5=8O B@51>20=89 : 8A?KB0=8O<, ?@85<:5, 
?>AB02:5 8 M:A?;C0B0F88. 

64 M;5:B@>==K9 <>4C;L: $C=:F8>=0;L=> 70:>=-

G5==K9 1;>:, A>AB>OI89 87 8=B53@0;L=KE AE5< 8;8 
>B45;L=KE :><?>=5=B>2 8=B53@0;L=>9 AE5<K, ?@83>4=K9 

4;O ?>A;54CNI59 A1>@:8. 
�@ 8< 5 G 0 = 8 O  

1 Э;5:B@>==K9 <>4C;L A >?@545;5==>9 DC=:F859 

?@8<5=5=8O, 2:;NG0NI59 2 A51O M;5:B@>==K5, 
>?B>M;5:B@>==K5, <5E0=8G5A:85 8;8 8=K5 :><?>=5=BK. �0: 
?@028;>, <>4C;L ?@54CA<0B@8205B 70I8BC A2>8E M;5<5=B>2 8 
8=B53@0;L=KE A1>@>: 4;O >15A?5G5=8O B@51C5<>3> C@>2=O 
=0456=>AB8. 

2 Э;5:B@>==K5 <>4C;8 <>3CB :;0AA8D8F8@>20BLAO ?> 
A?>A>1C ?5@540G8 A83=0;0, =0?@8<5@: 

- ?@>2>4=>9 <>4C;L 4 <>4C;L, 8<5NI89 B>;L:> 
M;5:B@8G5A:85 2KE>4=K5 A2O78 (1>;LH8=AB2> A>2@5<5==KE 
<>4C;59); 

- 15A?@>2>4=>9 <>4C;L 4 <>4C;L, 8<5NI89 
15A?@>2>4=K5 2KE>4=K5 A2O78; 

- >?B>M;5:B@>==K9 <>4C;L 4 <>4C;L, 8<5NI89 
>?B>M;5:B@>==K5 2KE>4=K5 A2O78; 

- <>4C;L-40BG8: 4 <>4C;L, :>B>@K9 <>65B ?@8=8<0BL 
D878G5A:CN 8=D>@<0F8N; 

- <>4C;L-?@5>1@07>20B5;L 4 <>4C;L, :>B>@K9 <>65B 
2K2>48BL D878G5A:CN 8=D>@<0F8N. 

electronic module 

65 A8AB5<0 E@0=5=8O 40==KE; !%�: �KG8A-
;8B5;L=0O A8AB5<0, ?@54=07=0G5==0O 4;O E@0=5=8O 

40==KE 8 @50;87CNI0O A;54CNI85 >A=>2=K5 DC=:F88: 

- ?@54>AB02;5=85 4>ABC?0 : 40==K< A 

8A?>;L7>20=85< ?@>B>:>;>2 ?5@540G8 40==KE, 

7028AOI8E >B <5B>40 >@30=870F88 E@0=5=8O (AB@C:BC@K) 

40==KE 8 B8?0 ?>4:;NG5=8O; 

- ?@54AB02;5=85 40==KE 2 2845 ;>38G5A:8E 

>1J5:B>2; 

- @073@0=8G5=85 ?@02 4>ABC?0 : ;>38G5A:8< 

>1J5:B0<; 

storage system 
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- A>E@0=5=85 4>ABC?0 : 40==K< ?@8 2KE>45 87 

AB@>O G0AB8 8A?>;L7C5<KE D878G5A:8E CAB@>9AB2 

E@0=5=8O 40==KE (=0:>?8B5;59); 

- C?@02;5=85 2A5<8 DC=:F8O<8 2KG8A;8B5;L=>9 

A8AB5<K, >B=>AOI8<8AO : >@30=870F88 E@0=5=8O 8 

4>ABC?0 : 40==K< G5@57 2AB@>5==K9 8=B5@D59A 

?>;L7>20B5;O. 

66 A5@25@ E@0=5=8O 40==KE: �KG8A;8B5;L=0O 
A8AB5<0, ?@54=07=0G5==0O 4;O E@0=5=8O 40==KE 157 

@50;870F88 >A=>2=KE DC=:F89 A8AB5<K E@0=5=8O 

40==KE. 

storage server 

67 

A8AB5<0 02B><0B878@>20==>3> ?@>5:B8@>20=8O 

M;5:B@>==>9 :><?>=5=B=>9 107K; !�� Э��: 

�=AB@C<5=B0@89 ?@>5:B8@>2I8:0, ?@54=07=0G5==K9 

4;O 02B><0B870F88 ?@>5:B8@>20=8O M;5:B@>==>9 

:><?>-=5=B=>9 107K, 2:;NG0O A>740=85 AE5<K, 

B>?>;>388 8 :>=AB@C:F88, AE5<>B5E=8G5A:>5 8 

:>=AB@C:B>@A:>5 <>45;8@>20=85 8 28@BC0;L=K5 

8A?KB0=8O =0 2=5H=85 2>7459AB2CNI85 D0:B>@K 8 

A>740=85 F8D@>2>3> 42>9=8:0 M;5:B@>==>9 

:><?>=5=B=>9 107K, =0 :>=:@5B=>< ?@54?@8OB88 =0 

2A5E MB0?0E 4 >B 2K40G8 B5E=8G5A:>3> 7040=8O 4> 

?5@540G8 ?@>5:B0 ?@54?@8OB8N-873>B>28B5;N, 

2:;NG0NI89 2 A51O A5<L 284>2 >15A?5G5=8O: 

B5E=8G5A:>5, <0B5<0B8G5A:>5, ;8=328AB8G5A:>5, 

?@>3@0<<=>5, 8=D>@<0F8>==>5, <5B>48G5A:>5, 

>@30=870F8>==>5. 

[��!"   7060842022, ?C=:B 3.1] 

 

computer-aided design 

of electronic component 

base 

 

 

#>=OB8O, >B=>AOI85AO : 4>25@5==><C ?@>3@0<<=><C >15A?5G5=8N, 
?@8<5=O5<><C 2 :@8B8G5A:>9 8=D>@<0F8>==>9 8=D@0AB@C:BC@5 
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68 AC1J5:B C?@02;5=8O: !C1J5:B (;8F>-

>?5@0B>@, 02B><0B, ?@>F5AA, CAB@>9AB2>), ?@8=8<0NI89 

@5H5=8O 8 C?@02;ONI89 >1J5:B0<8 C?@02;5=8O 

?>A@54AB2>< 2>7459AB289 4;O 4>AB865=8O =5>1E>48<KE 

F5;59. 
�@ 8< 5 G 0 = 8 5  4 !C1J5:B C?@02;5=8O =0?@O<CN 

(G5@57 8<5NI89AO 8=B5@D59A) ?5@5405B C?@02;ONI55 

2>7459AB285 =0 >1J5:B C?@02;5=8O, :>B>@K9 ?>A@54AB2>< 

«>1@0B=>9 A2O78» ?5@5405B @50:F8N =0 =53> 8;8 A2>5 B5:CI55 

A>AB>O=85. 

subject of management 

69 >1J5:B C?@02;5=8O: �1J5:B (?@>F5AA, 

CAB@>9AB2>), 2>A?@8=8<0NI89 C?@02;ONI55 

2>7459AB285 8 87<5=ONI89 A2>5 A>AB>O=85 2 

A>>B25BAB288 A =8< AB@>3> >?@545;5==K< >1@07><. 
�@ 8< 5 G 0 = 8 5  4 �1J5:B C?@02;5=8O =5 2K?>;=O5B 

DC=:F89 ?@8=OB8O @5H5=89. 

control object 

70 ?@>3@0<<=>5 >15A?5G5=85; ��: 

!>2>:C?=>ABL ?@>3@0<<, ?@>F54C@, ?@028; 8 
4>:C<5=B0F88, >15A?5G820NI8E A>2<5AB=>5 

DC=:F8>=8@>20=85 0??0@0B=>3> >15A?5G5=8O. 
�@ 8< 5 G 0 = 8 O  

1 �15A?5G8205B 2708<>459AB285 AC1J5:B0 C?@02;5=8O A 
2KG8A;8B5;L=K<8 A8AB5<0<8 8 A5BO<8 ?5@540G8 40==KE 
?>A@54AB2>< @50;870F88 C?@02;ONI8E 2>7459AB289. 

2 �@>3@0<<=>5 >15A?5G5=85 2KG8A;8B5;L=>9 A8AB5<K 

O2;O5BAO 85@0@E8G5A:8<, DC=:F8>=8@CNI8< =0 =5A:>;L:8E 
A2O70==KE <564C A>1>9 C@>2=OE. 

software 

71 4>25@5==>5 ?@>3@0<<=>5 >15A?5G5=85; 
4>25@5==>5 ��:  >AA89A:>5 ?@>3@0<<=>5 >15A?5G5=85, 

A>>B25BAB2CNI55 B@51>20=8O< : C@>2=N 
B5E=>;>38G5A:>9 =57028A8<>AB8 8 70O2;5==K< 

DC=:F8>=0;L=K< E0@0:B5@8AB8:0<, A>>B25BAB2CNI55 

B@51>20=8O< 3>AC40@AB25==KE @53C;OB>@>2 8 

A>740==>5 =0 1075 B5E=>;>38G5A:8 =57028A8<>3> 

@5?>78B>@8O ?@>3@0<<=KE ?0:5B>2 8 181;8>B5:. 

trusted software 
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72 C@>25=L B5E=>;>38G5A:>9 =57028A8<>AB8 
?@>3@0<<=>3> >15A?5G5=8O; C@>25=L B5E=>;>38G5A:>9 
=57028A8<>AB8 ��: �1J5< B@51>20=89 ?> >15A?5G5=8N 

@>AA89A:8<8 ?@>872>48B5;O<8 687=5==>3> F8:;0 

?@>3@0<<=>3> >15A?5G5=8O =0 B5@@8B>@88  >AA89A:>9 

$545@0F88. 

the level of 

technological 

independence of the 

software 

73 

:;0AA ?@>3@0<<=>3> >15A?5G5=8O; :;0AA ��: �@C??0, 
:>B>@0O >1J548=O5B ?@>3@0<<=>5 >15A?5G5=85, 

8<5NI55 0=0;>38G=K5 DC=:F8>=0;L=K5, B5E=8G5A:85 8 

(8;8) M:A?;C0B0F8>==K5 E0@0:B5@8AB8:8, 8 :>B>@0O 

>?@545;O5BAO 2 A>>B25BAB288 A :;0AA8D8:0B>@>< 
?@>3@0<< 4;O M;5:B@>==KE 2KG8A;8B5;L=KE <0H8= 8 

107 40==KE 8 ?@028;0<8 53> ?@8<5=5=8O, 

CB25@6405<K<8 �8=8AB5@AB2>< F8D@>2>3> @0728B8O, 

A2O78 8 <0AA>2KE :><<C=8:0F89  >AA89A:>9 

$545@0F88. 

[[4], 3;020 I, ?C=:B 2] 

 

software class 

 

74 A8AB5<=>5 ?@>3@0<<=>5 >15A?5G5=85; 
A8AB5<=>5 ��: !>2>:C?=>ABL ?@>3@0<< A8AB5<=>3> 
C@>2=O, D>@<8@CNI8E O4@> >?5@0F8>==>9 A8AB5<K, 

>15A?5G820NI8E 2708<>459AB285 2A53> ?@>G53> 

?@>3@0<<=>3> >15A?5G5=8O A 0??0@0B=K< 

>15A?5G5=85< ?>A@54AB2>< 2AB@08205<>3> 
?@>3@0<<=>3> >15A?5G5=8O, >B25G0NI8E 70 

2708<>459AB285 A >1J5:B>< C?@02;5=8O G5@57 

?@8:;04=>9 C@>25=L. 

 

system software 

75 2AB@08205<>5 ?@>3@0<<=>5 >15A?5G5=85; 
2AB@08205<>5 ��: �01>@ ?@>3@0<< 107>2>3> C@>2=O, 

2AB@>5==KE 2 M;5<5=BK 0??0@0B=>3> >15A?5G5=8O =0 

MB0?5 53> 873>B>2;5=8O 8 E@0=OI8EAO 2 

A>>B25BAB2CNI8E 70?><8=0NI8E CAB@>9AB20E 

(E@0=5=8O), >15A?5G820I89 8=8F80;870F8N 

embedded software 
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0??0@0B=>3> >15A?5G5=8O, ?@>25@:C 0??0@0B=>9 

:>=D83C@0F88, D>@<8@>20=85 2KG8A;8B5;L=>9 

A8AB5<K 8 2K?>;=5=85 :>=:@5B=>9 0??0@0B=>9 DC=:F88 

157 703@C7:8/A 703@C7:>9 ?@>3@0<<=>3> >15A?5G5=8O 

A8AB5<=>3> C@>2=O 8 D>@<8@>20=8O >?5@0F8>==>9 

A8AB5<K. 

76 ?@8:;04=>5 ?@>3@0<<=>5 >15A?5G5=85; 
?@8:;04=>5 ��: !>2>:C?=>ABL ?@8:;04=KE ?@>3@0<< 

(?@8;>65=89), A ?><>ILN :>B>@KE 2 40==>9 

2KG8A;8B5;L=>9 A8AB5<5 :>=5G=K< ?>;L7>20B5;5< 

2K?>;=ONBAO :>=:@5B=K5 ?@8:;04=K5 7040G8. 

application software 

77 A?5F80;L=>5 ?@>3@0<<=>5 >15A?5G5=85; 
A?5F80;L=>5 ��: �01>@ A?5F80;L=KE ?@>3@0<< 

>@30=870F88 2KG8A;5=89, A ?><>ILN :>B>@KE 2 40==>9 

2KG8A;8B5;L=>9 A8AB5<5 AC1J5:B>< C?@02;5=8O 

2K?>;=ONBAO A?5F80;L=K5 A8AB5<=K5 7040G8. 

special software 

78 @5?>78B>@89:  0A?@545;5==0O 

8=D@0AB@C:BC@0 @07@01>B:8 ?@>?@85B0@=>3> 8 

A2>1>4=>3> ?@>3@0<<=>3> :>40 A 2>7<>6=>ABLN 

:>=B@>;O 25@A8>==>AB8, >15A?5G820NI0O E@0=5=85 

8AE>4=KE B5:AB>2 8 >1J5:B=KE :>4>2 ?@>3@0<<=>3> 

>15A?5G5=8O 8 4>?>;=5==0O DC=:F8O<8 A>2<5AB=>9 

@01>BK =04 :>4><, :>=B@>;O CAB@0=5=8O >H81>:, 

02B><0B8G5A:>9 ?@>25@:8 8 B5AB8@>20=8O, 0 B0:65 

4@C38<8 8=AB@C<5=B0<8 @07@01>B:8 8 >15A?5G5=8O 

F5;>AB=>AB8. 
�@ 8< 5 G 0 = 8 5  4 �=AB@C<5=BK @07@01>B:8 8 

>15A?5G5=8O F5;>AB=>AB8 4 2 A>>B25BAB288 A ��!"   58412. 

repository 

79 B5E=>;>38G5A:8 =57028A8<K9 @5?>78B>@89: 

 5?>78B>@89, C?@02;5=85 8 @5AC@AK :>B>@>3> 

@0A?>;030NBAO =0 B5@@8B>@88 8 2 N@8A48:F88 

 >AA89A:>9 $545@0F88, ?>72>;ONI89 >15A?5G8BL 

technology independent 

repository 
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B5E=>;>38G5A:CN =57028A8<>ABL >B 70@C156=KE 

@5?>78B>@852. 

80 >?5@0B>@ @5?>78B>@8O: �@30=870F8O, 

>15A?5G820NI0O M:A?;C0B0F8N @5?>78B>@8O 8 (8;8) 

>:070=85 CA;C3 =0 >A=>25 53> @5AC@A>2. 

repository operator 

81 B5E=>;>38G5A:8 =57028A8<>5 ?@>3@0<<=>5 

>15A?5G5=85; B5E=>;>38G5A:8 =57028A8<>5 ��: 

 >AA89A:>5 ?@>3@0<<=>5 >15A?5G5=85, B5E=>;>38O 

?@>872>4AB20 8 ?>445@60=85 687=5==>3> F8:;0 :>B>@>3> 

>15A?5G820NBAO 2 @0<:0E @>AA89A:>9 N@8A48:F88 =0 

>A=>25 AC25@5==>3> ?@020, A>740==>5 =0 1075 

B5E=>;>38G5A:8 =57028A8<>3> @5?>78B>@8O ?@>3@0<<=KE 

?0:5B>2 8 181;8>B5:. 

technologically 

independent software 

82 DC=:F8>=0;L=>ABL ?@>3@0<<=>3> 

>15A?5G5=8O: !2>9AB2> ?@>3@0<<=>3> >15A?5G5=8O, 

>?@545;O5<0O =0;8G85< 8 :>=:@5B=>9 @50;870F859 

=01>@0 DC=:F89 ?@>3@0<<=>3> >15A?5G5=8O, A?>A>1=KE 

=04;560I8< >1@07>< C4>2;5B2>@8BL 7040==K5 

B@51>20=8O. 

software functionality 

83 A>2<5AB8<>ABL ?@>3@0<<=>3> 

>15A?5G5=8O: !2>9AB2> ?@>3@0<<=>3> >15A?5G5=8O 

@07;8G=>3> B8?0 2708<>459AB2>20BL 4@C3 A 4@C3><, A 

0??0@0B=K< >15A?5G5=85<, 0 B0:65 A 40==K<8, 

>1@010BK205<K<8 2KG8A;8B5;L=>9 A8AB5<>9. 

�@ 8< 5 G 0 = 8 5  4  07;8G0NB ?@>3@0<<=CN, 

0??0@0B=CN, 8=D>@<0F8>==CN 8 ?>;=CN A>2<5AB8<>ABL. 

software compatibility 

84 ?@>872>48B5;L=>ABL ?@>3@0<<=>3> 
>15A?5G5=8O: !2>9AB2> ?@>3@0<<=>3> >15A?5G5=8O 

A>E@0=OBL 7040==K9 C@>25=L DC=:F8>=0;L=>AB8 2 

7040==KE CA;>28OE. 
�@ 8< 5 G 0 = 8 5  4 �@>872>48B5;L=>ABL ?@>3@0<<=>3> 

>15A?5G5=8O 87 A>AB020 ?@>3@0<<=>-0??0@0B=>3> :><?;5:A0 

>?@545;O5BAO ?@>872>48B5;L=>ABLN 0??0@0B=>3> >15A?5G5=8O 

software performance 
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?@>3@0<<=>-0??0@0B=>3> :><?;5:A0, 0 B0:65 >A>15==>ABO<8 

@50;870F88 :>=:@5B=>3> ?@>3@0<<=>3> >15A?5G5=8O 4;O 

?@>3@0<<=>-0??0@0B=>3> :><?;5:A0. 

85 =0456=>ABL ?@>3@0<<=>3> >15A?5G5=8O: 
!2>9AB2> ?@>3@0<<=>3> >15A?5G5=8O A>E@0=OBL 

7040==K9 C@>25=L DC=:F8>=0;L=>AB8 2 7040==KE 

CA;>28OE 2 B5G5=85 7040==>3> 8=B5@20;0 2@5<5=8. 

�@ 8< 5 G 0 = 8 5  4 �0456=>ABL ?@>3@0<<=>3> 

>15A?5G5=8O 87 A>AB020 ?@>3@0<<=>-0??0@0B=>3> :><?;5:A0 

2<5AB5 A =0456=>ABLN 0??0@0B=>3> >15A?5G5=8O >?@545;O5B 

=0456=>ABL ?@>3@0<<=>-0??0@0B=>3> :><?;5:A0 :0: 

2KG8A;8B5;L=>9 A8AB5<K 2 F5;><. 

software reliability 

86 >?5@0F8>==0O A8AB5<0; �!: �><?;5:A 

?@>3@0<< A8AB5<=>3> C@>2=O, >15A?5G820NI89 

DC=:F8>=8@>20=85 2KG8A;8B5;L=>9 A8AB5<K 8 

?@54>AB02;ONI59 AC1J5:BC C?@02;5=8O 2>7<>6=>ABL 

C?@02;5=8O 2KG8A;8B5;L=>9 A8AB5<>9 8 ?@8:;04=K< 

?@>3@0<<=K< >15A?5G5=85<. 

operating system 

 

 

#>=OB8O, >B=>AOI85AO : 70I8B5 8=D>@<0F88 :@8B8G5A:>9 
8=D>@<0F8>==>9 8=D@0AB@C:BC@K 

 

87 

157>?0A=>ABL :@8B8G5A:>9 8=D>@<0F8>==>9 

8=D@0AB@C:BC@K: !>AB>O=85 70I8I5==>AB8 

:@8B8G5A:>9 8=D>@<0F8>==>9 8=D@0AB@C:BC@K, 

>15A?5G820NI55 55 CAB>9G82>5 DC=:F8>=8@>20=85 ?@8 

?@>2545=88 2 >B=>H5=88 55 :><?LNB5@=KE 0B0:. 

[[1], AB0BLO 2] 

 

security of critical 

information 

infrastructure 

88 

:><?LNB5@=0O 0B0:0: &5;5=0?@02;5==>5 2>7459AB285 

?@>3@0<<=KE 8 (8;8) ?@>3@0<<=>-0??0@0B=KE A@54AB2 

=0 >1J5:BK :@8B8G5A:>9 8=D>@<0F8>==>9 8=D@0-

 

computer attack 
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AB@C:BC@K, A5B8 M;5:B@>A2O78, 8A?>;L7C5<K5 4;O 

>@30=870F88 2708<>459AB28O B0:8E >1J5:B>2, 2 F5;OE 

=0@CH5=8O 8 (8;8) ?@5:@0I5=8O 8E DC=:F8>=8@>20=8O 

8 (8;8) A>740=8O C3@>7K 157>?0A=>AB8 >1@010BK205<>9 

B0:8<8 >1J5:B0<8 8=D>@<0F88. 

[[1], AB0BLO 2] 

89 

:><?LNB5@=K9 8=F845=B: $0:B =0@CH5=8O 8 (8;8) 

?@5:@0I5=8O DC=:F8>=8@>20=8O >1J5:B0 :@8B8G5A:>9 

8=D>@<0F8>==>9 8=D@0AB@C:BC@K, A5B8 M;5:B@>A2O78, 

8A?>;L7C5<>9 4;O >@30=870F88 2708<>459AB28O B0:8E 

>1J5:B>2, 8 (8;8) =0@CH5=8O 157>?0A=>AB8 

>1@010BK205<>9 B0:8< >1J5:B>< 8=D>@<0F88, 2 B>< 

G8A;5 ?@>87>H54H89 2 @57C;LB0B5 :><?LNB5@=>9 

0B0:8. 

[[1], AB0BLO 2] 

 

computer incident 

90 

70I8B0 8=D>@<0F88; ��: �5OB5;L=>ABL, 

=0?@02;5==0O =0 ?@54>B2@0I5=85 CB5G:8 70I8I05<>9 

8=D>@<0F88, =5A0=:F8>=8@>20==KE 8 

=5?@54=0<5@5==KE 2>7459AB289 =0 70I8I05<CN 

8=D>@<0F8N. 

[��!"   5092242006, ?C=:B 2.1.1] 

 

data protection 

91 

:@8?B>3@0D8G5A:0O 70I8B0 8=D>@<0F88: �0I8B0 
8=D>@<0F88 A ?><>ILN 55 :@8?B>3@0D8G5A:>3> 

?@5>1@07>20=8O. 
[��!"   5092242006, ?C=:B 2.2.3] 

 

cryptographic 

protection of 

information 

92 

70I8B0 8=D>@<0F88 >B CB5G:8: �0I8B0 8=D>@<0F88, 
=0?@02;5==0O =0 ?@54>B2@0I5=85 =5:>=B@>;8@C5<>3> 
@0A?@>AB@0=5=8O 70I8I05<>9 8=D>@<0F88 2 

 

protection of 

information from 

leakage 
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@57C;LB0B5 55 @073;0H5=8O 8 =5A0=:F8>=8@>20==>3> 

4>ABC?0 : =59, 0 B0:65 =0 8A:;NG5=85 (70B@C4=5=85) 

?>;CG5=8O 70I8I05<>9 8=D>@<0F88 [8=>AB@0==K<8] 
@07254:0<8 8 4@C38<8 708=B5@5A>20==K<8 AC1J5:B0<8. 

�@ 8< 5 G 0 = 8 5  4 �08=B5@5A>20==K<8 AC1J5:B0<8 
<>3CB 1KBL: 3>AC40@AB2>, N@848G5A:>5 ;8F>, 3@C??0 D878G5A:8E 
;8F, >B45;L=>5 D878G5A:>5 ;8F>. 

[��!"   5092242006, ?C=:B 2.3.2] 

93 

70I8B0 8=D>@<0F88 >B =5A0=:F8>=8@>20==>3> 
2>7459AB28O; �� >B �!�: �0I8B0 8=D>@<0F88, 

=0?@02;5==0O =0 ?@54>B2@0I5=85 =5A0=:F8>=8-

@>20==>3> 4>ABC?0 8 2>7459AB28O =0 70I8I05<CN 

8=D>@<0F8N A =0@CH5=85< CAB0=>2;5==KE ?@02 8 (8;8) 

?@028; =0 87<5=5=85 8=D>@<0F88, ?@82>4OI8E : 

@07@CH5=8N, C=8GB>65=8N, 8A:065=8N, A1>N 2 @01>B5, 

=570:>==><C ?5@5E20BC 8 :>?8@>20=8N, 1;>:8@>20=8N 

4>ABC?0 : 8=D>@<0F88, 0 B0:65 : CB@0B5, C=8GB>65=8N 

8;8 A1>N DC=:F8>=8@>20=8O =>A8B5;O 8=D>@<0F88. 

[��!"   5092242006, ?C=:B 2.3.3] 
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unauthorized exposure 
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70I8B0 8=D>@<0F88 >B =5A0=:F8>=8@>20==>3> 
4>ABC?0; �� >B �!�: �0I8B0 8=D>@<0F88, 
=0?@02;5==0O =0 ?@54>B2@0I5=85 ?>;CG5=8O 

70I8I05<>9 8=D>@<0F88 708=B5@5A>20==K<8 

AC1J5:B0<8 A =0@CH5=85< CAB0=>2;5==KE 

=>@<0B82=K<8 8 ?@02>2K<8 4>:C<5=B0<8 (0:B0<8) 8;8 
>1;040B5;O<8 8=D>@<0F88 ?@02 8;8 ?@028; 

@073@0=8G5=8O 4>ABC?0 : 70I8I05<>9 8=D>@<0F88. 
�@ 8< 5 G 0 = 8 5  4 �08=B5@5A>20==K<8 AC1J5:B0<8, 

>ACI5AB2;ONI8<8 =5A0=:F8>=8@>20==K9 4>ABC? : 
70I8I05<>9 8=D>@<0F88, <>3CB 1KBL: 3>AC40@AB2>, 
N@848G5A:>5 ;8F>, 3@C??0 D878G5A:8E ;8F, 2 B>< G8A;5 
>1I5AB25==0O >@30=870F8O, >B45;L=>5 D878G5A:>5 ;8F>. 
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protection of 

information from 

unauthorized access 
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70I8B0 8=D>@<0F88 >B ?@54=0<5@5==>3> 
2>7459AB28O; �� >B ���: �0I8B0 8=D>@<0F88, 
=0?@02;5==0O =0 ?@54>B2@0I5=85 ?@54=0<5@5==>3> 
2>7459AB28O, 2 B>< G8A;5 M;5:B@><03=8B=>3> 8 (8;8) 

2>7459AB28O 4@C3>9 D878G5A:>9 ?@8@>4K, 

>ACI5AB2;O5<>3> 2 B5@@>@8AB8G5A:8E 8;8 

:@8<8=0;L=KE F5;OE. 

[��!"   5092242006, ?C=:B 2.3.7] 

 

protection of 

information from 

intentional exposure 
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70I8B0 8=D>@<0F88 >B =5?@54=0<5@5==>3> 
2>7459AB28O: �0I8B0 8=D>@<0F88, =0?@02;5==0O =0 
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=5F5;5=0?@02;5==KE =0 87<5=5=85 8=D>@<0F88 
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B0:65 : CB@0B5, C=8GB>65=8N 8;8 A1>N 

DC=:F8>=8@>20=8O =>A8B5;O 8=D>@<0F88. 
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protection of 
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unintended exposure 
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B@51>20=85 ?> 70I8B5 8=D>@<0F88: #AB0=>2;5==>5 
?@028;> 8;8 =>@<0, :>B>@0O 4>;6=0 1KBL 2K?>;=5=0 
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8=D>@<0F88, 8;8 4>?CAB8<>5 7=0G5=85 ?>:070B5;O 

MDD5:B82=>AB8 70I8BK 8=D>@<0F88. 

[��!"   5092242006, ?C=:B 2.9.2] 

 

information protection 
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70F88): !>2>:C?=>ABL 4>:C<5=B8@>20==KE ?@028;, 

?@>F54C@, ?@0:B8G5A:8E ?@85<>2 8;8 @C:>2>4OI8E 

?@8=F8?>2 2 >1;0AB8 157>?0A=>AB8 8=D>@<0F88, 

 

security policy (for the 

information in the 

organization) 
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:>B>@K<8 @C:>2>4AB2C5BAO >@30=870F8O 2 A2>59 

45OB5;L=>AB8. 

[��!"   5092242006, ?C=:B 2.4.4] 
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CO728<>ABL: �54>AB0B>: (A;01>ABL) ?@>3@0<<=>3> 

(?@>3@0<<=>-B5E=8G5A:>3>) A@54AB20 8;8 8=D>@<0-

F8>==>9 A8AB5<K 2 F5;><, :>B>@K9 (:>B>@0O) <>65B 

1KBL 8A?>;L7>20=(0) 4;O @50;870F88 C3@>7 

157>?0A=>AB8 8=D>@<0F88. 

[��!"   5654642015, ?C=:B 3.7] 

 

vulnerability 

100 =545:;0@8@C5<K5 2>7<>6=>AB8: $C=:F8>-

=0;L=K5 2>7<>6=>AB8 ?@>3@0<<=>-0??0@0B=>3> 

:><?;5:A0 8 53> :><?>=5=B>2, =5 >?8A0==K5 8;8 =5 

A>>B25BAB2CNI85 >?8A0==K< 2 4>:C<5=B0F88, :>B>@K5 

<>3CB ?@825AB8 : A=865=8N 8;8 =0@CH5=8N 

4>25@5==>AB8. 

undeclared capabilities 
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B5E=8:0 70I8BK 8=D>@<0F88: !@54AB20 70I8BK 
8=D>@<0F88, 2 B>< G8A;5 A@54AB20 D878G5A:>9 70I8BK 

8=D>@<0F88, :@8?B>3@0D8G5A:85 A@54AB20 70I8BK 

8=D>@<0F88, A@54AB20 :>=B@>;O MDD5:B82=>AB8 

70I8BK 8=D>@<0F88, A@54AB20 8 A8AB5<K C?@02;5=8O, 

?@54=07=0G5==K5 4;O >15A?5G5=8O 70I8BK 

8=D>@<0F88. 

[��!"   5092242006, ?C=:B 2.7.1] 
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A@54AB2> 70I8BK 8=D>@<0F88: "5E=8G5A:>5, ?@>3-
@0<<<=>5, ?@>3@0<<=>-B5E=8G5A:>5 A@54AB2>, 

25I5AB2> 8 (8;8) <0B5@80;, ?@54=07=0G5==K5 8;8 

8A?>;L7C5<K5 4;O 70I8BK 8=D>@<0F88. 

[��!"   5092242006, ?C=:B 2.7.2] 
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A@54AB2> :>=B@>;O MDD5:B82=>AB8 70I8BK 8=D>@-

<0F88: !@54AB2> 70I8BK 8=D>@<0F88, ?@54=07=0-

G5==>5 8;8 8A?>;L7C5<>5 4;O :>=B@>;O MDD5:B82=>AB8 

70I8BK 8=D>@<0F88. 

[��!"   5092242006, ?C=:B 2.7.3] 
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the effectiveness of 
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A@54AB2> D878G5A:>9 70I8BK 8=D>@<0F88: !@54-

AB2> 70I8BK 8=D>@<0F88, ?@54=07=0G5==>5 8;8 

8A?>;L7C5<>5 4;O >15A?5G5=8O D878G5A:>9 70I8BK 

>1J5:B0 70I8BK 8=D>@<0F88. 

[��!"   5092242006, ?C=:B 2.7.4] 

 

means of physical 

protection of 

information 
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:@8?B>3@0D8G5A:>5 A@54AB2> 70I8BK 8=D>@<0F88: 
!@54AB2> 70I8BK 8=D>@<0F88, @50;87CNI55 0;3>-

@8B<K :@8?B>3@0D8G5A:>3> ?@5>1@07>20=8O 8=D>@-

<0F88. 
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cryptographic means of 

protecting information 
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>15A?5G5=8O 8=D>@<0F8>==>9 157>?0A=>AB8 
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�@ 8< 5 G 0 = 8 5  4 "0:>5 >1>@C4>20=85 <>65B 1KBL 

?@54AB02;5=> B5E=8G5A:8<8 8 ?@>3@0<<=>-B5E=8G5A:8<8 

A@54AB20<8, 2AB@>5==K<8 2 >1J5:B 70I8BK 8/8;8 

DC=:F8>=8@CNI8<8 02B>=><=> (=57028A8<> >B >1J5:B0 

70I8BK). 

[��!"   5311442008, ?C=:B 3.6.5] 
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security 
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A@54AB2> >1=0@C65=8O 2B>@65=89, ED98EF6B 

B5A4DG:9A<O 4F4>: �@>3@0<<=>5 8;8 ?@>3@0<<=>-

B5E=8G5A:>5 A@54AB2>, :>B>@>5 02B><0B878@C5B ?@>F5AA 
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:>=B@>;O A>1KB89, ?@>B5:0NI8E 2 :><?LNB5@=>9 

A8AB5<5 8;8 A5B8, 0 B0:65 A0<>AB>OB5;L=> 0=0;878@C5B 

MB8 A>1KB8O 2 ?>8A:0E ?@87=0:>2 8=F845=B0 

8=D>@<0F8>==>9 157>?0A=>AB8. 
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A@54AB2> 70I8BK >B =5A0=:F8>=8@>20==>3> 
4>ABC?0: �@>3@0<<=>5, B5E=8G5A:>5 8;8 ?@>3@0<<=>-

B5E=8G5A:>5 A@54AB2>, ?@54=07=0G5==>5 4;O 

?@54>B2@0I5=8O 8;8 ACI5AB25==>3> 70B@C4=5=8O 

=5A0=:F8>=8@>20==>3> 4>ABC?0. 
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against unauthorized 

access 
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CB5G:0 8=D>@<0F88: �5:>=B@>;8@C5<>5 @0A?@>-

AB@0=5=85 70I8I05<>9 8=D>@<0F88 2 @57C;LB0B5 55 

@073;0H5=8O, =5A0=:F8>=8@>20==>3> 4>ABC?0 : 

8=D>@<0F88 8 ?>;CG5=8O 70I8I05<>9 8=D>@<0F88 

8=>AB@0==K<8 @07254:0<8. 
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8=F845=B 8=D>@<0F8>==>9 157>?0A=>AB8; 8=F845=B 
��: �5?@542845==>5 8;8 =565;0B5;L=>5 A>1KB85 

(3@C??0 A>1KB89) 8=D>@<0F8>==>9 157>?0A=>AB8, 

:>B>@>5 ?@825;> (<>3CB ?@825AB8) : =0@CH5=8N 

DC=:F8>=8@>20=8O 8=D>@<0F8>==>3> @5AC@A0 8;8 

2>7=8:=>25=8N C3@>7 157>?0A=>AB8 8=D>@<0F88 8;8 

=0@CH5=8N B@51>20=89 ?> 70I8B5 8=D>@<0F88. 
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AC1J5:BK 3>AC40@AB25==>9 A8AB5<K >1=0@C65=8O, 
?@54C?@5645=8O 8 ;8:2840F88 ?>A;54AB289 
:><?LNB5@=KE 0B0: =0 8=D>@<0F8>==K5 @5AC@AK 

 

 

subjects of the state 

system for detecting, 

preventing and 
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@>AA89A:85 N@848G5A:85 ;8F0 8 8=48284C0;L=K5 

?@54?@8=8<0B5;8, 2 A8;C 70:>=0 8;8 =0 >A=>20=88 

70:;NG5==KE A>3;0H5=89, 0 B0:65 @53;0<5=B>2 

2708<>459AB28O >ACI5AB2;ONI85 >1=0@C65=85, 
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:><?LNB5@=KE 0B0:, 8 @5038@>20=85 =0 :><?LNB5@=K5 

8=F845=BK. 
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@53;0<5=B>2 2708<>459AB28O >?@545;ONB 4>:C<5=BK 

C?>;=><>G5==>3> D545@0;L=>3> >@30=0 8A?>;=8B5;L=>9 

2;0AB8. 

[��!"   5970942022, ?C=:B 3] 

eliminating the 

consequences of 

computer attacks on 

information resources 

of the Russian 

Federation 
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